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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Broadband Router. This product is specifically
designed for Small Office and Home Office needs. It provides a complete SOHO solution for Internet
surfing, and is easy to configure and operate even for non-technical users. Instructions for installing
and configuring this product can be found in this manual. Before you install and use this product,
please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

I Broadband modem and NAT Router
Connects multiple computers to a broadband (cable or DSL) modem or an Ethernet router
to surf the Internet.

1 Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.

1 Wan typesupported
The router supports some wan types, Static ,Dynamic, PPPOE ,PPTP , Dynamic IP with
Road Runner.

I Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.

I DHCPserver supported
All of the networked computers can retrieve TCP/IP settings automatically from this
product.

I Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.

1 Virtual Server supported
Enables you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.

1 User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then
this product can sense the application type and open multi-port tunnel for it.

1 DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to allow an application to function
correctly.

1 Satistics of WAN Supported



Enables you to monitor inbound and outbound packets

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the I P address of the source
and destination.

I Domain Filter Supported
Let you prevent users under this device from accessing specific URLSs.

I  URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.

I VPN Pass-through
The router also support vpn pass-through.

1 SPI Mode Supported
When SPI Mode is enabled, the router will check every incoming packet to detect if this
packet isvalid.

1 DoSAttack Detection Supported
When this feature is enabled, the router will detect and log the DoS attack comes from

The Internet.

Advanced functions

I Systemtime Supported
Allow you to synchronize system time with network time server.
1  E-mail Alert Supported
The router can send itsinfo by mail.
1  Dynamic dns Supported
At present,the router has 3 ddns.dyndns, TZO.com and dhs.org.
I  SNMP Supported
The router supports basic snmp function.
I  Routing Table Supported
Now, the router supports static routing.
1 Schedule Rule supported
Customers can control some functions, like virtual server and packet filters when to

Access or when to block.

Other functions



I UPNP (Universal Plug and Play)Supported

The router also supports this function. The applications. X-box, Msn Messenger.

Packing List
1 Broadband router unit
1 Installation CD-ROM
1 Power adapter
I CAT-5UTP Fast Ethernet cable



Chapter 2 Hardware Installation
2.1 Panel L ayout
2.1.1. Front Panel
LED:
LED Function Color Satus Description
Power
POWER | Green On Power is being applied to this product.
indication
System M1 isflashed once per second to
Status status Green Blinking | indicate systemisalive. When system
indicators isbusy, M2 islighted.
On The WAN port is linked.
WAN port
WAN . Green o The WAN port is sending or receiving
activity Blinking
data.
To reset system settings to factory
Reset M1 Green Flashing
defaults
o An active station is connected to the
n
Link/Act. corresponding LAN port.
Link status | Green
1-4 The corresponding LAN port is
Blinking
sending or receiving data.
Datais transmitting in 100Mbps on
10/100 | DataRate | Green On
the corresponding LAN port.

s For details, please refer to Appendix D FAQ and Troubleshooting.




2.1.2. Rear Panel

Ports:

Port Description

9VAC Power inlet: AC9V, 1A

WAN the port where you will connect your cable (or DSL) modem or
Ethernet router.

Port 1-4 the ports where you will connect networked computers and other

devices.



2.2 Procedurefor Hardware | nstallation

1. Decide whereto place your Broadband Router
You can place your Broadband Router on a desk or other flat surface, or you can mount it on a
wall. For optimal performance, place your Broadband Router in the center of your office (or your
home) in alocation that is away from any potential source of interference, such as a metal wall or

microwave oven. This |location must be close to power and network connection.
1. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

Existing
Cannection n

DEL/Caple
Modem .

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone. Figure 2-3 illustrates the WAN connection.
4. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1&M2 will be flashed 3 times to indicate that the
self-test operation has finished. Findly, the M1 will be continuously flashed once per second to
indicate that this product isin normal operation.



Chapter 3 Network Settings and Software | nstallation

To use this product correctly, you have to properly configure the network settings of your computers
and install the attached setup program into your M'S Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Networ k Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configureit. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of
this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL =64
a communication link between your computer and this product has been successfully established.
Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your installation procedure. You have to check the following items
in sequence:
1. Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.



Chapter 4 Configuring Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,
such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

1. V99 ___ O Jeveve — | [Internet

Switch Broadband Router

Fast Ethernet L
]

B
o

E
”

12

T
N
=

Windows | Mac Unix-like

10



4.1 Sart-upand Login

Administrator's Main

Menu System Status
Ttem WATN Status Sidenote
Eemaining Lease Time 00:00:00 Renew |
+ Basic Setting
IP Address 0.000
izl Subnet Mask 0.0.0.0 |
+ Security Setting Gateway 0.0.00
+ Advanced Setting Dromain Mame Server 0000
+ Toolhox
e Item Peripheral Status Sidenote
Printer Mot ready
Statistics of WA Inhound Cuthound
Cictects 0
TThicast Packets 0
Non-unicast Packets 0
iew Log... Clients List... | Help | Refresh |

Device Time: Thu Cet 08 00:02:29 2003

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

Tolog in as an administrator, enter the system password (the factory setting is ”admin”) in the System
Password field and click on the Log in button. If the password is correct, the web appearance will be
changed into administrator configure mode. As listed in its main menu, there are severa options for

system administration.

11


http://192.168.123.254

4.2 Satus

Adminisirator's Main

Menu System Status
Item WAN Status Sidenote
Eemaining Lease Time 00:00:00 Renew |
+ Basic Setting
TP Address 0.0.0.0
< Ve i ol Subnet Mask 0.0.0.0 |
Gateway 0000
+ Advanced Setting Dotnain Mame Server 0.0.00
+ Toolhox
e | Ttem | Peripheral Status | Sidenote
| Printer | Mot ready |
Statistics of WAN Inhound Outhound
Cictects 0
|Unicast Packets | 0 |
|Non—1micast Packets | 0 |
iew Log... Clients List... | Help | Refresh |

Device Time: Thu Cet 02 00:02:29 2003

This option provides the function for observing this product’s working status:
WAN Port Status.
If the WAN port is assigned adynamic | P, there may appear a “Renew” or “Release” button

on the Sidenote column. You can click this button to renew or release IP manually.

Statistics of WAN: enables you to monitor inbound and outbound packets

12



4.3 Wizard

Administrator's Main
Menu

Setup Wizard

+ Basic Setting

+ Forwarding Rules

+ Advanced Setting

Setup Wizard will gude you through a basic confipuration procedure step by step.
+ Toolhox

Mexts |

Setup Wizard will guide you through a basic configuration procedure step by step.Press ”Next >”

Administrator's Main
Menu

Setup Wizard - Select WAN Type

. . O ISP assigns vou a static IP address. (Static [P Address)
+ Basic Setting

+ Forwarding Rules & Obtain an IP address from ISP automatically. (Dynamic IP Address)

+ Security Setting . ) .
O Dynatnic [P Address with Eoad Runner Session Management. (e.g Telstra

+ Advanced Setting BigPond)
+ Toolhox
O Some [5Ps require the use of PPPoE to connect to thei services. (PPP over
2 e0 Ethernet)

" Some ISPz require the use of PPTP to connect to thewr services. (PPTP)

< Back | Undo | Mext =

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary setup.

13



4.4 Basic Setting

Administrator's Main
Menu

Basic Setting

* Primary Setup
+ Basic Setting - Configure LAN IF, and select WAN type.
+ Forwarding Rules * DHCP Server
7 et - The settings include Host IF, Bubnet Mask, Gateway, DN3, and WIN3
+ Security Setting configurations.
+ Advanced Setting * Wireless

- Wireless settings allow you to configure the wireless configuration items.

+ Toolhox

* Change Password
- Allow youto change system password,

14



4.4.1 Primary Setup — WAN Type, Virtual Computers

Avhndisrator's RTatn
ATrum Trimary Setup

LTI WLy

FLATTE Scdilrans 132 " £0.122.25]
kAR Lepe Tiyramin TP Adiless | SFanga.

B IToat Fare | o denaly
BOEATT RS Acchens (TN R R P Recara MAL
F R P Sorawes [T Ferialile i paimassame 51
+ Furwarding Rulr | H;M:I i I il sl ol e | =p |
+ Spcurity Setting
| Advanced ety
+ Tollns
Press “Change”
Acdminisiraluec's Mlain . .
¥enn Clhioose Wil Lype
lvpe Lsage
i Sl TR Sedlrass VI o gl T wshess
i= T TR fechiens Ol TF bl Fone TAF e b
i T TP fechess el Soed B Beocoa Boingpmam e 2 Tl Feonl!
i = e Rl el Son 2 TP aeqme e sk T FEE L e o 1] i
SONICE
i T foon 2 T3P akme he wse 7T e el b Lem
b ey e

— Furwsiriling Kol

—
- Nerurity Serting e | canee |

Athrawcpd Soktiug

= TimThms
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This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IPAddress: theloca IP address of this device. The computers on your network must use the

LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
Static IPAddress: ISP assigns you a static |P address.
Dynamic IP Address. Obtain an IP address from ISP automatically.
Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
PPP over Ethernet: Some | SPs require the use of PPPOE to connect to their services.

PPTP: Some | SPs require the use of PPTP to connect to their services.

4.4.1.1 Satic IPAddress

WAN |IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.
4.4.1.2 Dynamic |IPAddress

1.  Host Name: optional. Required by some ISPs, for example, @Home.

2. Renew IP Forever: this feature enables this product to renew your IP address automatically when
the lease time is expiring-- even when the system isidle.

4.4.1.3 Dynamic IPAddress with Road Runner Session Management.(e.g. Telstra BigPond)
1 LAN IPAddressisthe IP address of this product. It must be the default gateway of your

computers.

2. WAN Typeis Dynamic IP Address. If the WAN type is not correct, changeit!

3. Host Name: optional. Required by some | SPs, e.g. @Home.

4. Renew |P Forever: this feature enable this product renew |P address automatically when the

lease time is being expired even the system isin idle state.

4.4.1.4 PPP over Ethernet

1 PPPOE Account and Password: the account and password your ISP assigned to you. For security,
thisfield appears blank. If you don't want to change the password, leave it empty.

2. PPPoE Service Name: optional. Input the service name if your ISP reguiresit. Otherwise, leave
it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPOE session.

16



Set it to zero or enable Auto-reconnect to disable this feature.

4. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most

common

MTU valueis 1492.
4.4.15PPTP

1. My IPAddress and My Subnet Mask: the private | P address and subnet mask your | SP assigned

to you.

2.  Server IPAddress: the | P address of the PPTP server.

3. PPTPAccount and Password: the account and password your 1SP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISP requiresit.

4.  Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

automatically connect to | SP after system is restarted or connection is dropped.

Acdeninisicaler's Main

L5 P TTY Frimnury Sclup
Irem Y emting
- BTANT T foler 192, 150 " 2,204
- Hasir Semting b i TRTF  +~1arge. . I
kLo [F Addres: IIIZI.IZ 2140

By Sulne sk 20020 A

b Yopvor 1o addrees |1||| 114

+ Frneimaline Buolizs FEETE Accows I
P FFTF Fuasmeosil I
+ deunmy: betring
F ownooten L | (oot oral;
f o = Rattinn
M F T zmare s Tfle Turs I:Dj s TS ransern

+ Tl =

Eax'al Ui 2 | He-I|:| “zbicat |
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4.4.1.7 Virtual Computers

Avhndidsator®s Aot
ATrum Firtnal Compnters

m (il TP Tual TR
I |32 [&3 2%
T e Tus
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| 17216828
I_
—

1
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I LR L

L T e ]

1 Fovwardivg Rales G | Urd | 1|

+ Sy Biedling,

+ Advereed Se g

| Taplhox

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global IP address and local |P address.

Glaobal IP: Enter the global |P address assigned by your ISP.
Local IP: Enter the local 1P address of your LAN PC corresponding to the global |P address.
Enable: Check thisitem to enable the Virtual Computer feature.
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4.4.2 DHCP Server

Avdnrhilstenroa s Waln
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*Advanred Senting [P L e [ezie012sca

| Toolbox F iratzerae ||||| | {optiona)
S I ] | Gl ol Fron | by e | Huly I

Press “M ore>>”

The settings of a TCP/IP environment include host 1P, Subnet Mask, Gateway, and DN'S configurations.
It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides a rather smple approach to handle al these settings. This product supports the
function of DHCP server. If you enable this product’s DHCP server and configure your computers as
“automatic | P allocation” mode, then when your computer is powered on, it will automatically load the

proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1 DHCP Server: Choose “Disable” or “Enable.”
2. L ease Time: thisfeature allows you to configure IP’s lease time (DHCP client).
3. P pool starting Address/ I P pool starting Address. Whenever there is arequest, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the |P address pool.

Domain Name: Optional, thisinformation will be passed to the client.
Primary DNS/Secondary DNS: Thisfeature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

N o o &

Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server offersan
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IPto your PC.

4.4.4 Change Password

Adininis bt dain
Cleanee Puassword

Than Belung
Dl Pasmareod
Fewr Zasswenrd

Er wmimn

111

| Torwrardine Bules

+ Ry Seliany,

+ Advanrced semting

| Toolbax

o, oL

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so al hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtua server is defined as a Service Port, and al requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual

server mapping table:

Service Port Server IP Enable
21 192.168.123.1 Y,
80 192.168.123.2 Y,
1723 192.168.123.6 Y,
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4.5.2 Special AP
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Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature alows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the
DMZ host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the
predefined setting to your list.

Notel At any given time, only one PC can use each Special Application tunnel.
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45.3 Miscellaneous Items

Acdmuinisicalur’s Mlain
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IPAddress of DMZ Host
DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.

NOTE: Thisfeature should be used only when needed.

Non-standard FTP port
You haveto configure thisitem if you want to access an FTP server whose port number isnot 21. This

setting will be lost after rebooting.
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4.6 Security Settings

Administrator's Main
Menu

Security Setting

* Packet Filters

- Allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the [P address of
+ Forwarding Rules the source and destination.

+ Basic Setting

* Domain Filters

- Let you prevent users under this device from accessing speeific URLs.

* TRL Blecking
- URL Blacking will block Lan computers to connect to pre-defined Wedsites,

* RMAC Address Control

- MAC & ddress Conteol allows youto assign different access right for different
users and to assign a specific IP address to & certain MAC address.

+ Advanced Setting

* VPN
+ Toolb - VPN Settings are used to create vittual private tunnels to remote VPN gateways.

* Miscellaneous

- Remote Administrator Host: In general only Intranet user can browse the built-in
web pages to petform admirdstration task. This feature enables you to perform
administration task from remote host.

- A dmitdstrator Time-out: The amount of time of inactivity before the device will
automatically close the & dudnistrator session. Set this to zero to disable it

- Discard PING from WAN side: When this feature is enabled, hosts on the WAN
catnot ping the Dewice.

25



4.6.1 Packet Filter

Administrator's Main

Menu Outbound Packet Filter
Item Setting
P Outhound Filter " Enable
+ Basic Setting & Allow all to pass except those match the following riles.
 Deny all to pass except these match the followmng rules.
+ Forwarding Rules
D Source IP : Ports Destination IP : Ports Enable
U | | | m
2| | | | m
3] | | | =
4 | : | I : I r
50 | | | m
+ Advanced Setting 6 I : I I : I r
+ Toolhox ! I I I I a
8 | | | | m

Schedule rule I[DD)AIways 'l Copy to |ID I_L,

Sa\rel Undo | Inbound Filter... | MAC Leval... | Helpl

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny al to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

Source | P address

Source port address
Destination | P address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#

For source or destination IP address, you can define asingle IP address (4.3.2.1) or arange of 1P
addresses (4.3.2.1-4.3.2.254). An empty implies all |P addresses.
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For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies al port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individualy.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter
field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.

Example 1:

Adoninivicalor's MMain

Mleon Cluibrond Fackel iller
Ttem Settinyr
b Tatbeand Zier [# Loable
| Dasic Sortur T allew all to pazz erzept diose waack the folloer e anss

= ery i bo paze rzoopT s matsh the bolleswng e
+ Furwirriling Rule s

m Sumree TP Fruds T stimintinm TP : Fuurds Fradhle
1 [z 2z | | [25-1-C 7
& 2231223 [ | a [
P I | | u
= I I | m
o I | | r

| Advanced Sets | [ | q u

= e i ! I | =
5 | | I :| r

S e bl ¢ de | 100 20wmwes 'I G |J_'I I-_:[

(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), receive mail (port 110), and browse the
Internet (port 80)

(1.2.3.10-1.2.3.20) They can do everything (block nothing)
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Others are all blocked.

Example 2:

Adinings bror's lain
NMenu

* l

+ Hagie Nefring
| Torwrardine Bules

Brenrity Seidine

* bl ol

+ hdvanred Y eriing

| Topolbax

o, oL

Oulbround Packel Iiller

Irem SeTHng
[ Zraks
U A e i b paze eoopT tae s matth the ballesesr g nie:

b ndesaad Filber

B Ty all g s el ose node bie e inge e
I Sowce IT': Toits Destivation IT' : Tarts Criable
Lo fresmne e | o [
S RSN EAEN R | [RE =
: | | | M
U | | | O
= | | I C
¢ | | | M
| | | | O
e | | I C

chaiule nis [0 Wbz 2] Copsta [m[- 2]

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer filesvia FTP

(port 21)
Othersare al allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet

Filter field.
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Example 1:

Outhound Packet Filter

Item Setting
P Outhound Filter ¥ Enable

& Allow all to pass except those match the following rules.
" Deny all to pass except those match the following niles.

D Source IP : Ports Destination IF : Ports Enable
[192.168.123.149 [25-110 3

—

| |
2 [192.168.123.20 | | |
3| | | | m
a | 3 | 3 -
5| | | | =
6 | 3 | 3 -
7 | | | -
8| | | | =
Schedule rule | 00)Ahways =] Copyto |- <]
Save | Unda | Inbound Filter... | MALC Level... | Help |

(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)
Others are all blocked.
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Example 2:

Outbound Packet Filter

Item Setting
P Outbound Filter ¥ Enable

& Alow all to pass except those match the following rules.
" Deny all to pass except those match the following rules.

D Source TP : Ports Destination IP : Ports Enahle
1 [192.168.123.100 | | [25 W
2 [192.168.123.113 | | 119 ~
3 3 | 3 m
4| 3 | 3 m
5 3 | 3 m
6 | | | 3 m
T | | 3 m
g | | 3 r

Schedule rule | (O0)Aways x| M D[ =]
Save | Unda | Inbound Filter... | MAC Level... | Help |

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.

Use Rule#
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4.6.2 Domain Filter
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Domain Filter

let you prevent users under this device from accessing specific URLSs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLSs.
Privilege | P Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.
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Example:

Admings lralor™s dain

Menn Diveoin Iiller
Item Hetrirg
PR 3 F Encsle
+ Hasic Netring F g Lods e W Engle
B iale o T falre 5 e 1 |1 ' .:.El:l
| Torerardine Rules i e o fron :
iLy Reslding 1 Lioeain Sulfix Action Hrnahle
aikE 1 |'.-.'.-\.'.-\.' IT 3012001 W Top Flox ¥
2 |'A.'A'A'!i|| 1o [ Lzop W Lag I
3 [atatat o 2gle o FLop L i
! < | P Top T lag M
* R rlloros = | [ Lzap T Lag r
+ advanred Semting i | CLoop Tl r
1 Toolhax t | [l TS M
o | [Lzap I Lag i
-_.:. aL:
: ! | CLoap Tl r
] Ol ol 4y [ Lzap r Lag
S arr | =aln I

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com’ will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.
4. 1P address X.X.X.1~ X.X.X.20 can access network without restriction.
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http://www.msn.com
http://www.sina.com
http://www.google.com

4.6.3 URL Blocking

Addnrhilstenro s Waln

AT cnm ITRT. Blarling
Thian Srluny,
| v Sl o1 P A ™ Frzslr
+ Rasi Heeliarg
I URL
+ borerarding Hules I
- Becoity Spthinn 2 |
® Foor . Siller =
3 |
Kl |
4 |
§ |
B |
+ Al Seline 4 I
+ Lpolbax H] |
I, |

o oL

URL Blocking will block LAN computers to connect to pre-defined Websites.

The magjor difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by smply akeyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block al websites if their URLs contain

pre-defined word "sex".
Enable

Checked to enable each rule.
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In this example:

1.URL include “msn” will be blocked, and the action will be record in log-file.

2.URL include “sina” will be blocked, but the action will be record in log-file

3.URL include “cnnsi” will not be blocked, but the action will be record in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file



4.6.4 MAC Address Control
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MAC Address Control alows you to assign different access right for different users and to assign a

specific |P address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settings in this page will take effect only when “Enable” is checked.

Connection control Check "Connection control" to enable the controlling of which wired can
connect to this device. If a client is denied to connect to this device, it
means the client can't access to the Internet either. Choose "allow" or
"deny" to alow or deny the clients, whose MAC addresses are not in the

"Control table" (please see below), to connect to this device.
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Control table

ID MAC Address

O WY N

IP Address

192168123
192168123
192168 123]
192168.123]

DHCP clients |- select one --

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of aclient. There are four columnsin thistable:

| Copyto |]:D|j

MAC Address

MA C address indicates a specific client.

IPAddress

Expected |P address of the corresponding
client. Keep it empty if you don't careits IP
address.

When "Connection control" is checked,
check "C" will allow the corresponding client

to connect to this device.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCP clients | select one --

button to copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the

“Control table” into several pages. You can use these buttons to

navigate to different pages.
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You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”
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4.6.5 Miscellaneous Items
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Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified | P address can perform remote administration. If the specified IP address is 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation
to specified a group of trusted | P addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the router like
IP address, port address, ACK, SEQ number and so on. And the router will check every incoming
packet to detect if this packet isvalid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.
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Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of
Death, Land Attack etc.

VPN PPTP/I PSec Pass-Through

Please enable this feature, if you need to establish a PPTP or IPSEC connection that will pass through

this device.



4.7 Advanced Settings
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4.7.1 System Time
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Get Dateand Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select aNTPtime server to consult UTC time

TimeZone

Select atime zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server



4.7.2 System Log
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This page support two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). The items you have to setup including:

IPAddressfor Syslog

Host IP of destination where syslogs will be sent to.
Check Enableto enable this function.
E-mail Alert Enable

Check if you want to enable Email aert(send syslog via email).

SMTP Server IPand Port

Input the SMTP server IP and port, which are concated with ;" If you do not specify port number, the
default valueis 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ;' or ',' to

separate these email addresses.
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4.7.3 Dynamic DNS

Adminis lratorts lain

Mlenu Drvaearmic 124
Tteww Bottiug
b DL T Digale ™ Loable
B S [ snDMG. 0 Torarr =) =]
= .
F Tl Rualies b= ene [kir <. e p11e 1520
P _zememac ! Bemel [
+ Serunmy Befrng |+-...u.

P Zaznweord [ ey

- Adrawced Sattiug

+ Tl =

To host your server on achanging IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current | P address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

serversthat welist in provider field.

To enable Dynamic DNS click the check box next to Enablein the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

Y ou have to define:

Provider

Host Name

Username/E-mail
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Password/Key

Y ou will get thisinformation when you register an account on a Dynamic DNS server.

Example:
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After Dynamic DNS setting is configured, click the save button.



4.7.4 SNMP Setting
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In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and

monitoring network events.

Enable SNM P

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.
Set Community

Setting the community of SetRequest your device will accept.



4.7.5 Routing Table

Adminsirator’s I
Menu

Routing Table
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+ Basic Setting

+ Forwarding Rules
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Routing Tables alow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.

Enahle
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Example:

152,168,123, K3 g
Submask /Eif i

Routerl ,f—"f Router? (hient?
- N
e 192,168, 123.26 —_ IR
5218111
(lientd
19,1818
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 v
192.168.0.0 255.255.255.0 192.168.123.103 1 v

Soif, for example, the client3 wanted to send an | P data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule
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You can set the schedule time to decide which service will be turned on or off. Select the “enable”
item.

Press “Add New Rule”
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20
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After configureRule 1&

Avdmunisicalue’y hlain
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Toalhox

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedul e rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)
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Exanple2: Packet Filter — Apply Rule#l (ftp time: everyday 14:10 to 16:20).
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4.8 Toolbox
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4.8.1 System Log
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You can View system log by clicking the View L og button
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4.8.2 Firmware Upgrade

Adlnrhisteanor"s aln
Tl

| Taric Settiyr

+ Fieveimaline Bl
+ Genunmy Befring
| Advanced Settine

Timlhns

Fhmware [Tpgraide

Toywwars Tilenane

| SHE..

et Bevesare verskads B S4eTOC The vorade proce e taces abour 20 zezeads Zlotel Do o pomes of
12l sl e o par e Wan hegpenandes coo s Tl bigoeilee Baaesbe sl donaecdy

You can upgrade firmware by clicking Fir mware Upgrade button.
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4.8.3 Backup Setting

File Download X

\::) You are downloading the file:
(]
config.bin From 192, 168.123.254

Wauld pou like to open the fle or save it ta your computer?

L_%pen i [ Save ][ Cancel ] [ Mare Info

[+#] &lways ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmwar e Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer Fg]

‘:',‘?() Reset 2l setting bo default?

[ oK ;[ Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\:{J Feboot right niow?

[ oK ;[ Cancel ]

You can also reboot this product by clicking the Reboot button.



4.8.6 Miscellaneous Items

Adnrhilstrar’s Yaln

MTeam Mlzepllaneans Trems
Ttam SettiyT
B AT Adezess bor Wake-ot- L | Viake up |
| Baric Settin B T Terne on T9 e o T Tl | Mt |

+ Fievimaline Bl

+ Semnmy Setring

| Advanced Spttins

TimThns

MAC Addressfor Wake-on-LAN

Wake-on-LAN is atechnology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send
the wake-up frame to the target device immediately.

Domain Nameor |P address for Ping Test

Allow you to configure an IP, and ping the device. You can ping a specific IP to test whether it is alive.

55



Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose

you have been successfully installed one network card on your personal computer. If not, please refer

to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for

working with this NAT Router correctly.

A.llnstall TCP/IP Protocol into Your PC

1

Click Start button and choose Settings, then click Control Panel.
Double click Network icon and select Configuration tab in the Network window.
Click Add button to add network component into your PC.

Double click Protocol to add TCP/IP protocol.

Select Network Component Type EHE

Click the tupe of network. component pou want to instalk

Cligrt
B8 Adapter

Protocal Cancel

B Cervice

\_J}
=i
o

Pratocol is a language’ a computer uzes. Computers
muzt uze the zame protocol to communicate.
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1. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.
Click OK button to return to Network window.

Select Metwork Protocol E

Chck. the Metwaork, Pratocal that you want to install, then chck OF. 1F pou have
3 at inztallation disk for thiz dewice, click Hawe Dizk.

Manufacturers: Metwork Protocols:

t Fast Infrared Protocaol ﬂ
4 IF/SPx-compatible Protocol
& Microzoft 32-bit DLC

& Microzoft DLC

4 MetBEUI

o TCRAR

Hawve Disk... |
OF. I Cancel |

1. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install
procedure and restart your PC to enable the TCP/IP protocol.
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A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card
in the Configuration tab of the Network window.

MNetwork

Configuration I Identificationl Access Control I

The follawing hetwork, components are installed:

NetBEUI -» PCl Fast Ethemet DEC 21140 B ased Adapter
TERAF -» Dial-Up &dapter

Add. .. | Remowe | Fropertiesz I

Prirnany Metwork, Logon:
ICIient far Microzoft Metwarks ;I

File and Frint Sharing... |

Description

TER/IP iz the protocol pou uze to connect to the Intermet and
wide-area niebwork.s.

Ok, I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:



a.  Select Obtain an | P address automatically in the IP Address tab.

TCPAIP Froperties

N
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c. Choose Disable DNSinthe DNS Configuration tab.

TCP/IP Properties EHE

Bindings | Advanced | MetBIOS
D5 Configuration I Gateway | WINS Configuration | 1P Address

—{" Enable DMS

Hzst: I [amiait: I

& Eenvensearch N der

| . . . | als

Eemowve

[t i Seancyiden

| Eemowe

1L L

]S Cancel

B. Configure P manually

a  Select Specify an IP address in the IP Address tab. The default 1P address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IPAddress field and 255.255.255.0 for Subnet Mask field.

TCP/IP Properties K
Bindings | Advanced | NetBIDS |

DS Configuration I G ateway I WINS Configuration  IF Address

Ln IP addrezz can be automatically aszigned to thiz computer.
If pour network. dogs not automatically aszign [P addreszes. ask
pour nebwork, administrator for an address, and then type it in
the space below.

" Obtain an 1P address automatically

' Specify an IP address:

IP Addiess:  [192.168.123.115 |

SubnetMask: | 255.255.255. 0] |

Ok I Cancel
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b. Inthe Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE3

Bindings | Advanced | MetBIOS |
DM5 Configuration  Gateway | WS Configuration I IP Address

The firzst gateway in the Inztalled G ateway list will be the default.
The address order in the list will be the order in which these
rachines are used.

Mew gateway:

192.168.123.254 | add |

Ingtalled gateways:

Eemnve |

k. I Cancel

c. Inthe DNS Configuration tab, add the DNS val ues which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties K E3

Bindings | Advanced | MetBIDS |
DM5 Configuration | Gateway | WINS Configuriation | IP ésddress

" Disable DNS
—1{* Enable DM5

Host: IMyCUmputer D omair: I

OMS Server Search Order

[168. 95 .192. 1] | add |
16859511 Hemoye |

Domain Suffis Search Order

| Add

| Eemave

ak. Cancel

0 |
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Appendix B FAQ and Troublesheoting

Reset to factory Default

1. Restoredirectly when therouter power on
First, hold the RESET button about 5 seconds(M1 will start flashing about 5 times),move away the

hand. The RESTORE process is completed.
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